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Grading criteria - To achieve each grade the evidence must show that the learner is able:

	For a Pass to:
	

	P1 	explain the impact of different types of threat on an organisation
	

	P2 	describe how physical security measures can help keep systems secure
	

	P3 	describe how software and network security can keep systems and data secure
	

	P4 	explain the policies and guidelines for managing organisational IT security issues
	

	P5 	explain how employment contracts can affect security
	

	P6 	review the laws related to security and privacy of data.
	

	For a Merit to: 
	

	M1 	discuss information security
	

	M2 	explain the operation and use of an encryption technique in ensuring security of transmitted information
	

	M3 	explain the role of ethical decision making in organisational IT security.
	

	For a Distinction to: 
	

	D1 	discuss different ways of recovering from a disaster
	

	D2 	evaluate the security policies used in an organisation.
	







Scenario

Rapid Data Services Limited is a successful company with an excellent reputation in the industry. They provide a range of Internet based services that include remote data backup and data storage facilities, web site hosting and remote server location. Many of these services can be accessed by their clients over the internet to administer their accounts etc. 

Typical customers include banks and other financial institutions, together with well-known companies in the U.K and from around the world. Additionally Rapid Data Services Limited is now the world leader in third party payment collection for e-commerce, handling payments and transactions on behalf of companies that are too small to handle credit and debit card payments on their own. In a typical day Rapid Data Services Limited processes around 750,000 such transactions for customers in the UK and around the world.

Rapid Data Services Limited started in an old grain warehouse on the banks of the Thames and their only data centre is still located in that building. After securing the lease on the building, Rapid Data Services Limited moved in within the space of 10 days to install the racks and equipment, little work was done to upgrade the power supplies, environmental systems or the physical security. The company has asked you to undertake an analysis of the security considerations of their site and of potential risks to their business.


	
Task 1 – Threats and their Impacts on Organisations (P1)
Hand-in Date: 4th Nov 2011

	
Threats to the information held in organisations can come in many forms. Produce a PowerPoint presentation on one particular topic given to you by your tutor. Remember to concentrate on what impact each threat will have on an organisation. 
You will present the results of your findings to the rest of the class and take part in a Q&A session at the end of each talk.
While listening to other students present their findings think of questions to ask them to help you fill in the form below.
You should submit:
1. Your PowerPoint presentation 
2. A summary report of the impact of the threats presented by other students.
	Type of threat
	Who is the victim/target?
	How is the victim/target affected?
	Impact on victim/target organisation’s operation?

	Virus
	Anyone connected to Internet
	Can modify or delete data; lead to system instability
	Loss of productivity; loss of data; takes time/effort to remove
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	Task 2 – Physical Security (P2)
Hand-in Date: 18th Nov 2011

	
Using the diagram below and information from the scenario, analyse the building and current security measures and identify areas that may pose security risks to
Rapid Data Services Limited. 

Write a memo for Rapid Data Services Limited that includes a brief description of what physical security risks threaten the company and what could be done to minimise these.

You should be able to find at least five such risks in the scenario. 
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	Task 3 – Software and network security (P3)
Hand-in Date: 16th December 2011

	
The RDS board have heard of a few security methods that could help the company maintain their data secure. They have no experience of these however and have asked you to report back to them explaining the following terms:

1. VPN (for remote workers)
2. IDS (to ‘trap’ possible hackers)
3. WEP and WPA
4. Firewalls
5. Grandfather-Father-Son
For each of the above terms, research their meanings and describe how the method works in your own words. Each term should be explained in approximately half a page of A4.
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	Learners Signature

	

	






	Task 4 – IT Security Policies and Guidelines (P4)
Hand-in Date: 27th January 2012

	The RDS board recognise that it is often their own workforce that is the weakest link in maintaining security. They have heard in the news some ‘scare stories’ like those reported below and are anxious not to repeat the mistakes of these big organisations.
· MoD loses 600,000 personal details
· Government loses 25m confidential records
· City of London Police stop information leakage
· Bank of Ireland loses four unencrypted laptops

Read the case studies in the hyperlinks and then:

· Identify the mistakes that may have been made in the organisation’s procedures
· Suggest what improvements could be made to these procedures
· Explain how these mistakes could have been avoided if your improvements had been followed from the beginning.
Submit your findings as a report to the RDS management describing the policies you would suggest are needed to maintain IT security.

You will find the following sample IT security policies useful in completing this task!

· NHS Laptop Security Policy
· SANS Example Information Sensitivity Policy
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	Task 5 – Employment Contracts and Security (P5)
Hand-in Date: 24th February 2012

	Following on from your work for the RDS management, you have been tasked with providing some input into the writing of new employment contracts for prospective and current employees.

Using these template policies available at the Open Directory Project website explain how the use of employment contracts can help maintain IT security:

1. Acceptable Use Policy
2. Awareness and Training Policy
3. Passwords are like Underwear...
4. Personnel Security Policy
You should submit a report that describes how policies such as those above can have an affect on IT security.
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	Task 6 –  IT Security Laws (P6)
Hand-in Date: 16th March 2012

	
The RDS board are anxious to comply with any IT legislation that applies to their operation and they have asked you to clarify the legal situation. 

Before carrying out this task revise the legal framework of IT security in the UK here.

Then provide a review of the three major laws that cover the security of IT systems and information:

· Data Protection Act 1984, 1998, 2000
· Computer Misuse Act 1990
· Copyright, Designs and Patents Act 1988
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	Task 7 –  Information Security (M1)
Hand-in Date: 30th March 2012

	
RDS have asked you to give a short training session to their employees concerning information security. You have decided to use the following worksheet.

Supply the answers to this worksheet so that RDS can use this worksheet in future training sessions.


1. Give an outline description, i.e. a small paragraph, of each of the three aspects of information security as illustrated by the CIA Triad. [image: \\ste-staff.staff.nhc.ac.uk\Home\JamesBateman\My Pictures\CIA.png]






2. Sometimes, one particular aspect of the CIA Triad is more important for a particular organisation than the other two. Arrange in order of priority CIA for these types of organisation:

· Hospital
· Bank
· E-commerce e.g. Amazon.com

Explain your answers.

3. Classify each of the following as a violation of confidentiality, of integrity, of availability or some combination:

a) John copies Mary’s homework.
b) Paul crashes Linda’s system.
c) Carol changes the amount of Bob’s bank cheque from £100 to £1,000. 
d) Gina forges Roger’s signature on a deed.
e) Rhonda registers the domain name “www.bedfordcollege.ac.uk” and refuses to let the college buy or use that domain name.
f) Jonah obtains Peter’s credit card number and has the credit card company cancel the card and replace it with another card bearing a different account number.
g) Henry spoofs Julie’s IP address to gain access to her computer.
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	Task 8 –  Encryption (M2)
Hand-in Date: 27th April 2012

	
The company is concerned about the security of their e-mail system and want to make sure that any e-mail that they send cannot be read by an unauthorised person. They have heard of a programme called ‘PGP’ or ‘OpenPGP’ which provides this type of security but have asked you to explain to the management how it works.

Write a 1 page A4 description of how PGP works in terms of Public Key Infrastructure (PKI) and digital signatures (M2)
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	Task 9 –  Ethical Decision Making in IT Security (M3)
Hand-in Date: 11th May 2012

	
As RDS provide Internet- based services for their customers they have built up a huge database of customer Internet usage – including payment and client data, websites visited and company financial details. After reading an article about ‘UK mobile phone firms to sell data about customer activity’ the board think that selling some of this data to other companies may be a good way of making more money.

Explain how the board could come to an ethical decision about this course of action using an ‘intuitive indicators’ approach outlined below:
 
* Does it feel wrong? (The "smell test")
* Is someone trying to hush up the proposed plan? (The "shusher test")
* Would you be proud to tell your parents, your spouse? (The "mom test")
* Would you be happy having a full report on the proposed action detailed on prime-time TV news?
* Would you be proud to tell strangers what you're proposing to do?
* Would you be happy to have your children / siblings / friends acting as you are thinking of doing? 

Finally, explain whether the proposed plan is ‘ethical’ in your own opinion.




	Date handed in
	Feedback
	Criterion achieved

	
	




	

	Assessors Signature 
	Learners Signature

	


	



	Task 10 –  Disaster Recovery (D1)
Hand-in Date: 18th May 2012

	
The RDS board recognises that they need to plan for possible unforeseen disasters and have asked you to describe the methods in which RDS could carry on business should the worst happen.

Write a report that outlines at least five methods for disaster recovery. 

NB Remember to include not just threats to data but also to IT infrastructure as well. 
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	[bookmark: _GoBack]Task 11 –  Evaluating Security Policies (D2)
Hand-in Date: 25th May 2012

	Look at this excerpt from the company’s security policy:
· Usernames should be the employee’s National Insurance number
· Passwords should be between 6 and 10 characters
· Private email accounts are not to be used from company workstations. This includes the use of web-based mail such as Gmail, Yahoo and MSN.
· Only software provided by the IT Department may be installed. The installation should usually be carried out by the IT Department but authorised users may be assigned this task as and when required.
· Only hardware provided by the IT Department may be installed. The installation should usually be carried out by the IT Department but authorised users may be assigned this task as and when required.
· Users may not have modems on their machines. 
· Dial-in access to the corporate LAN is allowed for certain users. All Dial-in access shall occur via secured Servers with one-time-password mechanisms. 
· Hardware that has reached the end of its useful life e.g. PCs, monitors, hard drives should be placed in the skip provided at the rear of the premises.

For each of these policy statements explain why they are good (or bad) information security practice. 
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